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Content Signature Generation

Basic idea

o Extract a time series (or signal) of the content and
analyze the signal to generate the signatures

o Capture the temporal correlation in the signature

o Treating the content signatures as time series

Use signal processing techniques and tools to analyze
o Wavelet transform

Any portion of the content can be used for detection
Computation cost saving
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Content Signature Generation — Example

The Detailed Coefficients of the Star Wars Movie
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Preliminary Analysis

ROC curve in rate adaption case 1 ROC curve in rate adaption case 2
0.6 0.6
—*— N = 8192, Wavelet 1 —#— N = 8192, wavelet
—*—N=8192, Time —*—N=8192, Time
0.5 —»— N = 2048, Wavelet 0.5 —x%— N = 2048, Wavelet
—+— N = 2048, Time —+— N = 2048, Time
0.4 4~ N= 1024, Wavelet 0.4 AN = 1024, Wavelet|
N = 1024, Time N = 1024, Time

False Positive Rate
=3
L

False Positive Rate
o
L

0.2 0.2F\
b

0.1 0.1

A £ A 3 4
0 .- i~ . ] ot A e —— &
0 0.1 0.2 0.3 0.4 0.5 0.6 0 0.1 0.2 0.3 04 0.5 0.6
False Negative Rate False Negative Rate
6/17/08 NSF I/UCRC

Detecting Covert Communication

Exfiltration of sensitive information may
be carried out using covert
communication

o Hiding content/communication in an
innocuous carrier using a steganography tool

Challenges

o The content may be encrypted
o Different types of carriers
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Audio Steganalysis

The analysis and classification method of
determining if an audio bears hidden
information

Easy to establish

o Voice over Internet Protocol (VolP) and other
Peer-to-Peer (P2P) audio service

High hidden capacity
o Inherent redundancy in the audio signal
o Its transient and unpredictable characteristics

Human ear is insensitive to small distortions
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Main Points

A new approach to detect hidden content in
audio files

Uses Hausdorff distance and feature vectors
based on higher-order statistics

Good detection rate even with low hidden
ratio
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Comparative Analysis
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Research Directions
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Improving the techniques

o Wavelet analysis allows time frequency localization
Where approximately time certain frequencies occur
Is it useful in disambiguating applications?

o Co-integration can extract similarities in signals that
may be uncorrelated

Can this be used to detect content that is encrypted and/or
modified to evade detection?

Developing prototypes
o A VolIP steganalysis tool

o A classifier for network level application
identification
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