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Trust Issues

One goal of GENIE O&M is to detect malicious
behavior and return infrastructure to trusted state

B What is this trusted state?
[J Does it include rolling back software

Clearinghouses

B Specify criteria for trust (i.e. identity, behavior)

B Extend trust model beyond authentication and access
control

[1 Include set of conditions that will enable trustors to
evaluate an entity

Users

B Everything is programmable; how does a user verify the
integrity of the software that is running on a node?




Trusted Computing

Enable

Trustworthy Computing

Communicate
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Security Communication as
Risk Communication
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The Current Response to Security

Risks...

Security Warning

Securily Waming

Do you want to nstall and run “muk0301 exe fiom
tostcom™?

Pubkthed
The pubksher cannct be detesmned dus 10 the problems
below.

The cbyect 10 be veried it urknown 10 the Trust
Promder.

To view the file you must click

N
/2001
16 Soante Coatvrs
Cation: JFit Software Company asuats thal this conte

15 safe. You should only ialalvees ths cooterd # you
it JPdot Saitmare Compary b rabie that assericn

B0 irctall and on TR acciel”™ tigrad ca
4:45 P and dibbured by Internet Security Warning

The server you are connected to is using a security certificate
that could not be verified.

authacticlty verfnd by Thiwto Seevee CA

A certificate chain processed, but terminated in a root
certificate which is not trusted by the trust provider.

Do you want to continue using this server?
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Security Warning

Do you want to mstall and run *
signed on 02/03/2004 22:42 ard destnbuted by

Petsts Software loc,
Publishar authanticty venfied by Thawts Sesver CA

Cautiory Persits Software, Inc. asseds that this cortent is
safe. You should only install/view this content # you trust
Persts Software, Inc. to make that assertion

I &hways trust content from Pessts Software, Inc.
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No More Info |

Yes No
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"C:\Program Files}Intuit\QuickBooks 2005\Components| TemplatesiQ..."

Details... |

X

contains macros by
Intuit, Inc.
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Macros may contain viruses, It is usually safe to disable macros, but if the
macros are legitimate, you might lose some functionality.

The security level is set to High, Therefore, you cannot enable macros
from sources tha t
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Communications Challenge

Map changes in trust levels to risk

Understand how individuals
differentiate between changes in risk

levels

Assist the network, and GENI, in
effectively responding to the change
in risk




