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Abstract

Thispape presentghe designand andysis of a multi-
layer protedion scheme against derial-of-service(DoS)
attackks in IP teleplony enablel enterprise networks.
While there are manytypesof DoS attadks, we focuson
flood-basedattadks usingapgication layer andtransport
layer signalingmessgesin IP telephay. e designsen-
sorsto detectand contol thesetypesattadksandcorsider
different location of thesesensos in the enteprise net-
work. Thealgorithm for detectingtheseattadksis based
on the well establishedchon-parametric cumdative sum
method The respose to the attadk usesstandad pro-
tocol features of IP teleplony to control the numter of

incomirg apgication andtransportlayer setuprequests.

We conside different recovery algorithmsand compae
their performance using our emulationtoolkit. Our re-
sultsshowthat the detectionalgorithm canquickly detect
bothtransportandapplicationlayer attacks andis robust
against varioustypesof attadks. We also showthat with
prope choice of sensorparameers, the detection algo-
rithm is effectiveover a widerange of call volumes.

1. Intr oduction

Denial-of-service(DoS) attackis not a new corcept.
However, the manifestationof theseattacks, their tar
gets,andhow they areexecutedhasevolved over the past
decale[19, 5]. To date,mostinternetoriginatedDoS at-
tackshave taigetedthetransporandnetwork layers of the
TCP/IPprotocd stack.Typically, thegod of theseattacks
is eitherto overwhelm a particularmachire or to saturate
thecommunicationlink. However, asthe Internetevolves
andenterprisesledoy multiple conrectionsto the Inter-
net, attackingthe infrastructurehasbemme lesscritical.
Modern DoSattacls arebeingtargetedat specificservices
that conrsumersdemand andrely upm, e.g., e-mail and
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web [5]. This trendwill continte asnev comple ser
vicesarededoyedandgain widespred adoption IP tele-
phory is one suchcomgex servicethatis gaining rapid
momentun andhasthe potential for becaning a strategic
new techrologiesin coming deades.In turn,it is aprime
targetfor new formsof DoSattacks.

In orderto suppat IP teleptony in an enterprisenet-
work, nenv network elemertts mustbe deployed and ex-
isting network elemens must be modified. To suppat
calls betwea endmints comectedto the IP network, re-
ferredto asNet-to-Netcalls,SIP (Sessionnitiation Proto-
col) Proxy[23] andRegistrar/Locdion Sener (RLS) [23]
(or equvalertly H.323 Gatavay[12]) mustbe deployed.
To supportcall betweerendmintsin the Public Switched
Telephame Network (PSTN)and endpoints comectedto
the IP network, referredto Net-to-PSTNand PSTN-to-
Net calls, it is necessaryto deploy a Media/Signal Gate-
way (MSG) [26] thatcanactasanapplicdion level proxy
betweertheIP network andthe PSTN.Besideghesenew
network elemerts, suppating IP telephay requiresmod-
ificationsin the enterprisdirewall to allow dynamic pro-
tocol portsto be opered at the clientsto sendandreceve
audioand/orsignalingand control message. In this pa-
per, we examine theserequiredarchitectwal chargesand
theassociatedulnerabilities.

Sincetherearemary typesof DoS attacls [19, 5, 25],
we first provide a classificationof attacls specificto IP
telephon. This classifications basedn the mechaisms
thatcanbe usedto eitherremove the vulneraility the at-
tack exploits or reducetheimpactof the attack We then
focuson flood-basedattacksusing signalingand cortrol
messagem IP teleptony. We defire transportandappli-
cationlayer sensorgo detectand cortrol thesetypesat-
tacks.Thealgorithmfor detectingtheseattacksarebased
on non-paametriccumulatve sum methoddescribedin
[2]. Onceanattackis detecte, theresponséo the attack
usesstandardprotocd featuresof IP teleplony to adap
the numbe of incoming applicaion and transportlayer
setuprequests. The placanentof the sensorsn the enter
prise network is an importantcorsiderationand impacts
the recovery algorithmthat mustbe enalbed once the at-



tack ceases.We corsidervarious placenentalternatves
anddiscusgheirimplications.

To ensurghatthe sensoropeateasdesignd, we have
carriedout a quantitatve analysis usingan IP telephory
emulationtool. Threedifferenttypesof DoS attackswere
usedto determinethe performare and rangeof attacks
thesensorgandeted. For ead attack we corsiderthree
differentrecovery algorithms.Thesensoreperationvere
evaluated basedon the detetion time and the recorery
time for the variouscorfiguratiors and attackscenaios.
Our resultsshowv that the detedion algaithm is robust
against the threetypesof DoS attacks consideredn this
pape and can detect both the transportand application
layer attacksquickly. Furthermore,we also shav that
with properchoiceof sensoparaméers,the detedion al-
gorithmis effective over awide rangeof call volumes.

The rest of the paper is organized as follows. Sec-
tion 2 examinesthe changesin the network infrastruc-
ture requiredto deploy IP telephay services. Section3
describeghe signaling and control messaggin several
comma IP telephawy call setupsequaces.In Section4,
we give a classificationof differenttypesof DoS attacks
basednthemechaismsthatcanbeusedto mitigatesuch
attacks.Thedesignof transportandapgication layersen-
sorsto dete¢ andcortrol flood-basedttackss described
in Sedion 5. A quantitative andysis of theperformare of
the sensorgs provided in Section6. Sedion 8 describes
therelatedwork. Finally, Section9 conclulesthis paper
with a summaryof the resultsanda discussioron future
researchdirections.

2. IP Telephony Enabled Enterprise Net-
works

Typical enterprisenetworks consistof two sections:
1) the internal network and 2) the DMZ (de-militarized
zongd. The DMZ is comectedto the public Internet
throughan externalfirewall and containsvarious seners
thatneal to be accessedfrom externallocations.This in-
cludes web, mail, and doman nameservice(DNS) [8]
seners. The internal network is comectedto the DMZ
by anothe firewall. In somearchitetures,the two fire-
walls arereplacedby a singlefirewall with threenetwork
interfaced6].

EnablingIP teleptony servicesin enterprisenetworks
requiresadditiond devicesto be addel to the enterprise
network aswell as modifying the functiondity of exist-
ing compments.Additional componeristhatarerequred
includes, the SIP Proxy [23], Registrar/Locdion Sener
(RLS) [23], the Media/Sigral Gatevay (MSG) [26] to
conrect to the PSTN, and various sensorsas described
laterin Sedion 5. IP teleplony alsorequiresmodifica-
tion to the firewall. An IP teleptony enable@ enterprise
network is shavn in Figure 1.

The SIP Proxy (or H.323 Gateleeper[12]) is placed in
the enterpriseDMZ. All IP teleptony signalingandcon
trol messagesre routedthroughthis proxy. Note that
the actal mediastreambypasseghe proxy and sentdi-
rectly to the endterminal. The proxy sener cansuppat
mary additiona featuressuchasSpan addesslists. This
could include both individual clients’ lists aswell asan
aggrgateenterprisawide list. Any incoming call request
from anaddressén thelist will resultin abusysignalbeing
sentto the calling party The Registrar/Locdion Sener is
alsolocatedin the enterpriseDMZ. Two key functionsof
theRLS are1) to maintainthelocation(IP addresspf all
theenduserswithin theenterpriseand2) to communicate
with othe RLSsto implement the functiondities defined
in Telephay Routingover IP (TRIP) [22]. All incoming
callsmusthave the SIP uniform resourcedertifier (URI)
resohedto an|P addessbeforethe call canbe routedto
its final destination

TheMedia/Sigral Gatavayis anapgicationlevel proxy
to connest the IP network to the PSTN. TheMSG s com-
posedof voice portsboundto voice trunkson the PSTN
sideandLAN conrectvity in the enterpriseside. Addi-
tionally, it may cortain a SignalingSystem?7 (SS7)[24]
link to a Signd TransferPoint(STP). The MSG provides
controlanddatamessageorversionbetwea thetwo net-
works. An userinitiating an calls from within the enter
prisenetwork to a PSTNendterminal,providesthe MSG
with authetication credetials (which the MSG verifies)
beforeacall canbeassignedo avoicetrunkandinitiated.

In additionto theintroductionof new devicesin theen-
terprisenetwork, certainexisting network elements must
be modified [20]. The original staticfirewall mustbere-
placedwith a new dynanic firewall thatis capdle of in-
telligently parsingall layersof the network stack. The
new firewall mustbe capmble of verifying the content of
eachpacletto ensureghatonly legitimatetraffic is allowed
through.A verificationengne or Protocd Parseris loadel
into the firewall for ead comgex protocd run over the
network. For IP telephom, the Proto®l Parseris respon-
sible for extracting the mediaflow port information de-
terminedduringthe call setupphase. This informationis
usedto openapprgriatepinhdesin the firewall to allow
traffic thatmatcheghecall tuple. Uponthe comgetion of
acall, the Protocd Parsercloseshe appropiate pinhdes.

To enable PSTN-to-NetandNet-to-PSTNcalls,the Do-
main Name System(DNS) [8] servicemustbe exterded
to suppat ENUM. In this new standardeachtelephay
terminalconrectedto thelP network is assignednE.164
numbe (i.e.,ateleptonenumkber) similarto aPSTNcon
nectedendterminal. The DNS senersmustthenimple-
mentthe ENUM protocd. In particula, ENUM usesthe
NAPTR DNS ResourceRewrd type to storea mappng
of E.164 numter to a globdly uniqgue DNS name. All
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Figurel. IP Telephay enalbed enterprisenetwork.

ENUM nanes belongto the el64arpadomain. While
ENUM is requiredfor PSTNto-Netcalls, it canalsobe
usedfor Net-to-Netcalls. Section3 discusseseveral typ-
ical call setupsequenes.

Finally, thiswork presentiew attacls sensors$o bede-
ployed in stratgic pointswithin the network to monitor
traffic anddetectthe onsetof DoSattacls. Figurel showvs
onepossibleplacementof two suchsensorsA Transport
Layer Attack Sensor(TLAS) is positionedin the front of
the DMZ to detecttransportprotocd layer flood attacks.
An Application Layer Attack Sersor (ALAS) is usedto
deted IP telephay call requestflood attackstarmetedat
eitheranindividual user(or URIs) or to alarge numbe of
URIs within the enterprise . The detectionalgorithmsim-
plemened in thesesensorsandthe apgopriateresponse
to theseattacksarediscussedn Sedion 5. An evaluation
of thesensoplacenentin Figurelis presentedh Section
6. Additional dedoymert issuesareaddresseth Section
7.

3.Normal IP Telephony Call SetupSeqences

This sectionoutlinesthe normd call setupsequenein
IP teleplony. Detectinga DoS attackis basedon detect-
ing messagsequacesthatis significantly differentfrom
thesenormalcall setupsequenes.

3.1.Succeshil PSTN-to-NetCall

To allow callsto be placal betweenanendterminalin
the PSTN and an endterminal in the IP network, each
terminalin the IP network mustbe assignedan addess
thatis capableof beingspecifi@ by terminalsattache to
the PSTN,e.g.,a phane numbe (or E.164numbe). The
resultof this global namingschene meansthata PSTN
terminalmay not know thatthey arecommnunicatingwith
terminalon a differentnetwork. The interopeability be-
tweenthetwo network protocolstackss performedoy the
MSG.
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End Terminal Exchange Gateway End Terminal
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> IAM@) ) NWITE@)
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e
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Figure 2. Message flow for a successful PSTN-
to-Net call.

Figure2 shavs themessagsequeneto setupacall re-
guestinitiated by a endterminalcomectedto the PSTN
to anendterminalattachedo anenterpise network. The
SS7network routes the Initial AddressMessage(lAM)
to the enterpriseMSG. A voice port on the gateway is
allocatedfor the incomingcall. The MSG translateghe
E.164numter to an IP addessusingthe ENUM exten
sionsto DNS. Oncethe destinationaddresshasbeenre-
solved,thegateway establishean|P telephory (e.g.,SIP)
connetion with the endterminal. In this scenario,the
calledterminalaceptsthecall andthemessagés relayed
throughthe gateway backto the calling terminal. When
either terminal terminatesthe call, the appopriate tear
down messagesare exchangd, the circuits are released
andthevoiceportin the gatavay is freed.

1Detailsof SS7routingcanbefoundin [24] andis beyondthescope
of this paper
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Figure 3. Message flow for a Net-to-PSTN call
with called party unavailable.

3.2.Net-to-PSTN Call with Called Party Unavail-
able

The messagesequace for a Net-to-PSTNcall when
the called party is available is very similar to the previ-
ouscase.Figure3 shovs the messagsequacewhenthe
calledpartyis unavailable. The URI in the INVITE mes-
sageof a Net-to-PSTNcall is formatteddifferently than
in a Net-to-Netcall. In particular the userportionis the
E.164numbe of PSTN endterminalandthe hostaddess
is thelP addessof theMSG. Upon receving theINVITE
messagdand the uservalidation), the MSG follows the
SS7call setupsequece. This includes allocatinga voice
portin the gatavay andinitiating anlAM messagevhich
is routedover the SS7network to the TerminatingLocal
Exchange(TLE). TheTLE respondwith aReleas€REL)
messagevith the busy flag set. This resultsin the circuit
betwea the MSG andthe TLE to bereleased The MSG
translatesheREL messag@to a SIPBusyHereresponse
andforwardsit to the calling terminal.

3.3.Succeshil Incoming Net-to-Net Call

Thenumter of call scenaiosinvolving Net-to-Netcalls
is extremely large. While detaileddescriptiors can be
found in [15], herewe describehow several of the ba-
sic call setupsarehartdled. Onetypical situationis a call
setupbetwea an exterral endterminal comectal to the
Internetand an end terminal in the enterprisenetwork.
Notethatfor thisexanpleit is assumedheexternaltermi-
nalcancommuncatewith thecalledterminal,i.e., it is not
blocked by a staticfirewall. It is furtherassumedhatthe
firewall deployedby the enterpris€unctionsasdescribed
in Section?2.

From the messagesequene shavn in Figure 4, it is
clearthatthefirewall doesnothave anactive role afterthe
initial TCPSYN [27] pacletis receved. Oncetheincom-
ing INVITE arrivesatthe proxy, thelocationof the desti-
nationURI mustbedetegmined(this stepis notshovn). A
secoml TCP conrectionis createcbetwea the proxy and
endterminalandthe INVITE is forwarded. All control
messagesare relayedthroughthe two TCP conrections
bridgedby the proxy. The Protoml| Parserwithin thefire-

External SIP External SIP Redirect Internal SIP
End Terminal Firewall Server End Terminal
TCPSYN (1)
» Lad
P TCP SYN | ACK (2)
TCP ACK (3)
INVITE (4)
n Lad
< Trying (5) TCPSYN(6) o
| JCP SYN-ACK (7)
TCP ACK (8)
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« g (10) 7
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)
ACK|(14) > ACK(15) |
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I
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Figure 4. Message flow for a successful incom-
ing Net-to-Net call.

wall extractstherequiredinformationfrom thesetupmes-
sagedo open pinhdesto allow the meda streamto flow

throughunintarupted. Oncethe call setupis complete

themediaflows (RTP streamspreexchangddirectly be-

tweenthetwo endterminals(assumindothhave publicly

routableaddesses)Whenthe Protocd Parserdeteds the

call comgetion messagei instructsthefirewall to closes
theappropiate pinholes.

3.4.Net-to-Net Call with Called Party Unavailable

Thefinal call setupscenaio involves an enterpriseer
minal attemptingto call aterminalconrectedto the Inter
netbut thethe call requests caneledbecasethe called
party does not answe. Justasall incomirng calls mustbe
routedthroughthe proxy, soto mustall outgdng calls.
Rulesare createdat the firewall to block all SIP cortrol
traffic from sourceotherthantheproxy. This,in addition
to authenticating the outgoing call request at the proxy,
ensureshatunauhorizeduserscanrot initiate Net-to-Net
calls.

Themessagsequaceshovn in Figure5is verysimilar
to anincomingcall request. A TCP conrectionis created
betweerthecallingterminalandthe SIPProxy: Theinitial
INVITE is sentto the proxy. ThelP addresf the desti-
nationterminalis determiné anda secondTCP conrec-
tion is create to forwardthe messageln this case since
the called party doesnot answe the incoming request in
areasonhle periodof time, the calling party canels the
callrequestThe CANCEL messaggeneaatedby thecall-
ing terminalresultsin thedestinatiorterminalterminating
thecall requestocally. WhentheProtocd Parsereceies
the RequestTerminatedmessageit instructsthe firewall
to closetheappopriatepinhdes.
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Figure 5. Message flow for a Net-to-Net call
with called party unavailable.

4. Enumeration and Classificationof Attacks

In acomgdex network, suchasanIP telephory enaled
enterprisenetwork, thereare a large numbe of potential
vulnerabilities andattacktargets. In this sectionwe enu-
merateandclassifythe various DoS attacks.The classifi-
cationis basednthevariousmethodthatareusedo mit-
igatetheattacks.In particular we corsiderthreedifferent
typesof deterrene methals: 1) enterpriselomainauthen-
tication, 2) authanticatedcontrol protocds and3) devices
(attacksensors}o deted¢ and control the flood-basedat-
tacksusingapplicaion andtransportayersignalingmes-
sages.Otherclassesf attacks including eavesdroppimg,
covertchamelsandfraud cancawseseriousproblans, but
arebeyondthe scopeof this work.

4.1.Enterprise Domain Authentication

With thedegoymert of wirelessnetworkswithin enter
prises,the vulnerability thatan unauhorizeduserwill be
ableto comectto theinternalLAN hasincreased Once
conrectedto the network, anattacker canmake telephory
calls andlaunchDoS attacls. To ensurethat this is not
possibleall outgang callsmustbemade by autheticated
users. This canbe implemented by a centralauthetica-
tion sener suchasactive directory Kerbeos[16], or Ra-
dius[21]. To preventunauhorizedoutgoing calls,devices
within thecortrol pathmustbeableto quay theautherti-
cationsenerto ensue theidentity of the caller.

4.2.Authenticated Control Protocols

There are several types of vulnerabilities and corre-
spondng attacksthat canbe eliminatedif the associated
network elemers use strong authetication. All of the

vulneraliliti esthatcanbe dedt with usingstrongauthen

ticationtargetthe IP telephay signalingandcortrol mes-
sages.Severaltypesof DoS attacksarepossibleif strong
autheticationis not usedbetweerthetwo endterminals.
Theseincludethe useof SIP CANCEL requesimessage
to drop all incomingcalls to a particularterminal or to

cancé all outgdng callsinitiated by a terminal. Anothe

attackis to senda BYE request messagé¢o all the termi-

nalsinvolved in analread establishedall. Thisresultsin

the call beingdroppeal andthe terminalshave to reestab-
lish thecall. A third type of DoS attackis causecby an

attaclergereratingillegitimateSIPresporsemessagem-

forming the calling terminalthat the calledaddessis no

longeravailale.

Anothe classof attackis basedon call redirection.By
injecting malicious SIP responsanessagefto an exist-
ing call control stream,an attacler can alter the seners
throughwhich the controlmessagearerouted.In partic-
ular, the messagecanbe routedthrougha comgromised
proxy. Otherresporsescanbegenegatedto causehecall-
ing terminalto believe the calledparty haseithercharged
locationsor address. Yet andher attackin this classis
whenan attacler re-reyisterswith the RLS by sendinga
SIP REGISTERrequest messagavith a new URI for the
tamgetparty Theresultis thatall futureincoming callsto
be routedto the new URI allowing the attacler to imper
sonatehetamget.

Throudh the use of strong authettication, all of the
above attacls canbe stopped If eachendterminaland
sener has un-compomised digital signaturesthen all
messagesanbeauthenticated.The SIP protocolincludes
headefieldsto provide authenticationinformationaswell
asrequestauthericationiif it is abseh By requiringall
messaget bedigitally signedanattaclerwill beunable
to insertfalserequestsor responsemto the signalingand
controlmessagstreamandimpersonat&arious elements
onthenetwork.

4.3.Sensorsto Detectand Control Flood Attacks

Therearemary typesof attackscanrot bedealtwith by
provisionsincludedin the IP teleplony protocds. These
includeflood basedattacks.To prevent andcontain these
typesof attacks,variouscompamentsin the network in-
frastucturemustbe leveraged. Thefirst type of flood at-
tacksthatnetwork devices(alsoreferredto assensorsgan
be usedto detectandcortrol are maliciousmediaflows.
By usingsamplingschenes[9, 7, 14] the sensoicantrack
the numker of pacletssentperflow andalsomonitorthe
sizeof thepadkets.If aflow is deteminedto bemalicious,
the sensorcaneithernotify anadministratoror activate a
responsenectanismlik e ratelimiti ng. Theideallocation
wherethe sensorcanbe placel is the firewall or ingress
router sincethesenetwork elements can obsere all the



traffic andenforcethe responsef a streamis determined
to bemalicious.

Thesecondype of flood attacksarethosethataregen-
eratedby applicaion andtransportlayer signalingmes-
sages.Dealingwith this category of flood basedDoS at-
tacksis muchmorecomplicdedsincethey cantargetmul-
tiple protocd levels. Therearethreelevels in an|P tele-
phory deploymentthat canbe tamgeted. To further com-
plicatethe situation,the attacls cancomefrom eitherthe
Internetor from the PSTN.

Theenduseris thefirsttamget. The pacletswitchingna-
tureof datanetworksallows multiple comectiorsto share
the samephysical chamel. Therefore,unlike in circuit
switchednetworks, an IP telephae terminal canreceve
and potentially participatein multiple calls at once. An
attacler caneasilyoverwhelma singleterminalby send-
ing several call INVITE requestsin ashortperiodof time.

The next targetis theinternalrelay pointsin the enter
prise. For Net-to-PSTNand Net-to-Netcalls this is the
SIP Proxy andfor PSTN originatedcallsit is the MSG.

Each of thesedevices hasa finite amour of resources.

The MSG contdns a fixed nunber of voice portsanda
request ocaupiesa single port for the entire duration of
the call. For callsrelayedthroudh the SIP proxy, the re-
sourcelimit determine by the corncurreng of the proxy
sener which determing the maximum numbe of simul-
taneascallsit canhardle. This limit is a function of the
memoryandthe processingcapaity of thesener. A large
volumeof callscouldresultin theseresourcedeingcom-
pletely conrsumedandderying ary furthercalls. It should
be noted thatthis condition could occu unde normalop-
eration.

Thefinal targetof aflood basedDoS attackarethe net-
work links thatcomectthe enterprisenetwork to the other
networks. For acessto the PSTNnetwork, thisis the sig-
nalinglink betwea the MSG andSS7network. Theother
key network link is the onethatconrectsthe enterpriseo
the Internet. A flood basedDoS attackcansaturatehese
links and disruptnot only IP teleplony servicebut also
otherserviceghatusethesdinks.

5. Sensorgor DetectingDoS Attacks

Thereis abig differencebetweentraditional TCPtraffic
andenterprisdP telephay traffic. Studies of TCP traffic
suggststhatthe average sessioriengthis betwea 12 and
19 secomls [29]. Enterpriseteleplony traffic, however,
lastsmuchlonger with atleast10% of callshave duration
over 10 minutes [28]. This differencein sessionengh
imposesconstraintson the samplingschenes that mon-
itor comectionsetupsandteardowvns. However, it still
possibleto apply a single samplingprocessto both traf-
fic models. Both IP telephay and TCP conrectionsuti-
lize ahandgshale for conrectionsetupandteardown. Un-

dernormaloperdion, the numker of initiated hardshales
should be very closeto the numbker of complde hand
shaleswithin afixed obsenration period. A key charater
istic of both apgication andtransportiayer DoS attackis
thatthe hanashakingprocessis notcomgeted. Therefore
if the differencebetwea initiated and comgeted hand
shalessuddety becanesvery largeit is a strongindica
tion thatthe systemis under attack.An addtional berefit
of usingthe hardshales to detectattacksis the tempora
proximity of the messagesAll setupmessagearetrans-
mitted within a relatively shorttime period. This allows
for shortersamplingperiodsand hene lower detetion
time.

5.1.Detection Algorithm

The algorithmusedin deteding the presencef an at-
tackis basedon the work presentedn [30]. Thecorrela-
tion betwea the numter of conrectionestablishmenat-
temptsandthe complded handhalesis similarto there-
lationshipbetwea connetion setupandteardown. The
differencecanbemoddedasastationaryrandomprocess.
The sensoris an implemertation of Seaqiential Change
PointDetedion [1] schemeln particula, the detedion of
an attackis accanplishedby normalizingthe difference
with the averagenumter of conrectionsandapplying the
non-paametriccumulatve summetha [2].

At the endof ead obsenation periodt,, A, is calcu
latedto bethenumker of establishmerattempt{ F A(n))
minusthe numkber of comgetedhardshales (H.5(n)). To
remove the dependency betwea the mean of A,, andthe
samplesize,a normalizedvalue X, is calaulatebasedon
A,,/C whereC is theaveragenumber of comectionsdur-
ing the obsenation periodt,. C is defiredas:

Cn)=aC(n—1)4 (1 —a)HS(n) 1)

The detectionof an attackwithin a single obsenation
periodis baseduponthe expectedvalue of X,,. Unde
normaloperation E(X,,) = d < 1. To malke detedion
easyavalue o is chosersuchthato > d andX,, = X,, —
o. By shifting X,,, whenever X, is positive it indicaes
thepresene of anattack

To ensurethat short high volume attacls as well as
longerlow volume attacls aredetectedy thesensorsthe
algorithmincludesa cumuative sumcompnert. We de-
finey, as

_ Yn—-1 + Xnv if (yn—l + Xn) >0
Yn = { 0, otherwise 2)

Thedetection of anattackis deteminedby thevalue of
yn.- If thisvalue exceed a pre-defiredthresholdvalue, T,
the systemis consideedto beunder attack.



5.2.Recovery Algorithm

Perhap just asimportantasminimizing thetime to de-
tectanattack is quickly determiningwhenan attackhas
ceasd andreturningthe network to its normalstate.The
impactof anattackcanbeamplifiedif it takesalongtime
to resumenormaloperation. In this study we have inves-
tigatedthefollowing threedifferentrecovery algorithms.

Linear Recovery: Thelinear recovery appoachis the
defaultbehavior of thedetectioralgorithmoncae theattack
hasstoppa. Thevalueof X,, is closeto —o andthusy,
decyslinearlyto 0. Usingthisalgorithmdoesnotrequire
additioral compleity to bebuilt into the sensorhowever,
if thevalue of y,, is large whenthe attackceasesandthe
offset, o, is small, it will requirea long time for y,, to
drop belov the thresholdT'. This resultsin the response
meclanismsto remainactiated for ¥» minutesafterthe
attackis over.

Exponential Reaovery:  In this recovery algorithm, y,,
is decrenentedusingamultiplicative factoronce X,, < 0.
Thevalue of y,, is calculaedby:

B { Yno1+ X, ifX,>0
Yn = i ;
Yn_1 — 0",  otherwise

If X, < 0, thevalue of i is incrementd after y,, is
calcdated.Oncey,, returnsto 0 or beginsto increasethe
valueof i is resetto 1. Usingthis apgoach,thetime for
whichtheattackresponsenectanismremainsactive after
theattackhasceaseds log, (y,,) minutes.

Resetafter Timeout: This schemeis an extension of
the linear recovery algorithm. Whenthe value of y,, be-
ginsto drop, atimer, E, is started. The value of y,, is
allowed to decaylinearly until the timer expires. At the
expiration of the timer, if the value of y,, is still above
the threshold7’, it is resetto 0. Unlike the othertwo ap-
proadies,by usingdiscretetimeoutsit is possibleto place
afixed uppe bound, F, on thetime the responsenecta-
nismswill bein placeafterthe attackhasstopped

5.3.Application Layer Attack Sensor(ALAS)

To detectflood attackstargetedat a particula endter
minal, the detedion algorithm presentedn the previous
sectionis apgied to the applicaion level traffic. In Sec-
tion 3, it was shovn that ead legitimate call using the
SIP protocad relieson an INVITE and OK messageair
to comgetethe setupphase.Tracking the volumeof this
messageair and applying the detedion algorithm, it is
possibleto determinevhenaparticularterminalis recev-
ing avolumeof callsit canrot hande.

To ensurethat eat end terminalis proteded against
flood attacls, the ALAS mustmonitoread URI indepen-
dently This is acomplishedby a tracking table within
the sensar During an obsenation period,the URI is ex-
tractedfrom INVITE and OK messageandis storedin
the table. EachURI entry hasan associatectourter to
trackthe numbe of INVITEs andOKs obsened. At the
expiration of the samplingperiod,the decisionalgarithm
is executedfor all URIsin thetrackingtable. Theincrease
in overheadrequiredto moritor individual URIsis accef-
ablebecaiseit allows theresponsenectanismto provide
protectiononly for thoseaffected by the attack. Using
an aggegate basedappro@h would resultin all endter-
minals being affected by the resporse mectanismsif an
attackwasdetected

Upondetecting anattacktargetedat anindividual URI,
the ALAS sendsacontrolmessagéo the SIPProxyto in-
dicatethe detetion of anattack. Within the messagés a
severity indicata. This valueis determineé by the value
of y,, discussedh the previoussection.In responséo the
control messagethe proxy initiates the attackresponse
by returningTemprarily Unavalable or BusyHere mes-
sagedo afraction of incomingcallsto the correspading
URI. The severity indicaor in the controlmessageleter
minesthe probaility thata new incomingcall will beal-
lowed to passthrough the proxy. In the worst casesce-
nario, all callsto the URI will be blocked by the proxy.
Thecall restrctionsareonly removedwhen the ALAS in-
structsthe proxy to do so.

5.4.Transport Layer Attack Sensor(TLAS)

As statedpreviously, usingthebothsetupandteardown
control messagefor IP telephay traffic is not a reason-
able solution for deteding DoS attacls. To identify at-
tackstargetedat the network stack,a sensorcanbe built
to monitor TCP SYN andACK paclets. Thearrival time
betweernthesepadetsis typically very small. This allows
the sensorto usea shortobsenation periodandthusen-
surequick detectionof anattack

Thelocationof the TLAS within thenetwork allows for
it to be leveragedto protectall machinesin the DMZ if
neede. The needto monitor the relatedSYN and ACK
paclets at anindividual comectionlevel or endterminal
is not appropiate becaiseof the extremelylarge volume
of comectionsandthe lack of trustworthinessof source
addressesThereforeanaggegate approachis adgtedin
determininghe presene of anattack DoSattackgarmget-
ing the network layer of a device requirea large volume
of traffic. Thereforemonitoringatanaggreatelevel will
shav ananomnaly whena network is unde attack

Thepairof SYN andACK pacletscanbeusedto deted
an attackbecaiseof two reasonsFirst, the externalfire-
wall is a statefuldevice andwill notallow ACK paclets



not associatedvith an existing comectionto pass. The
resultof thisis thatanattacler cannd flood a targetwith
amixture of bothSYN andACK pacletsin anattemptto
hide the attackfrom the TLAS sincethe ACKs will not
traversethefirewall.

The secomnl reasonthe SYN and ACK paclets are a
goodchace is thatthey both comefrom an externalter-
minal and are comecta usinginformationgenersed by
aninternalterminal. It is very difficult for an attacler to
spoofthesourceaddessof aSYN padketandthengene-
atea corre¢ ACK paclet becaisethe SYN-ACK paclet
geneatedby thetamgetenterprisesenerwill besentto the
spoofedaddress.The attacler might be ableto view the
SYN-ACK padetif they werelocatedonthedatapathbe-
tweenthetargetandthe spoofedaddresshut this situation
israre.

Using the SYN and ACK pair also allows for a short
obsenation period Thetime betweenthe two pacletsis
equa to theroundtrip time betweenthe entaprisesener
andthe initiating machine. In the worst case this value
would be on the orderof several secomls. This closetime
proximity betwe=npadetsallows for averyfastdetection
of attacks.

The responsenechanismsfor a transportlayer attack
can be classifiedinto three categories: end sener re-
sponsefirewall responseandrouterresponseAt theend
senerSYN cache[17] or SYN codkies[3] canbeusedto
redue the amouwnt of resourcesonsume by anincom-
ing SYN paclet. Ratelimiti ng at thefirewall canbe acti-
vatedto decreaethefrequerty of incomingSYN padets
to the seners. Findly, Pushlack and Aggregate Corges-
tion Control[18, 10] canbeusedby upstreanprovidersto
drop offending flows beforethey reachan enterprisenet-
work’s border

6. Experimental Evaluation of Initial Attack
Sersor Deployment

6.1.DoSAttack Models

To evaluatetheperformane of theALAS, thefollowing
threedifferentDoS scenariosvereconsideed.

Limited DoSAttack: It involvesasingleURI beingtar

getedby oneor moreattaclers. The volume of incoming
attackcallswasvariedbetwea differentrunsof theattack
from alow anngane level of onehostilecall perminute
to an overwhelminglevel of 10 or more hostile calls per
minute. This attackis extremdy focusedon disruptingon
asmallnunmberof endusersandnotondegradingthelevel

of servicethroughouttheenterprise.

Stealth DoS Attack:  This attackinvolves oneor more
attaclers tamgetinga large numter of URIs within the en-

terprise. Each URI only receves a very low volume of
calls (e.g.,oneperminuteor less). This resultsin alarge
consumtgion of network wide resourcesvhile not modi-
fying the statisticalnetwork traffic level by a significan
amourt.

Aggressive DoSAttack: Thisattackcanbeviewed asa
combindion of the two previous cases.The impactand
detectionof this attack can widely vary. In evaluating
the ability of ALAS to deted this attack a subtle vari-
antwaschosenbecaiseit is moredifficult to detect than
extremelylarge versions.Oneor moreattaclersinitiated
alow level of callsto a modeate numter of URIs. The
impactof the attackwastwo fold, 1) the enduserswere
successfullydisruptedfrom their normd operationsand
2) a large amouwnt of network resourcs were consume
causingotherservicego suffer.

For eath scenaio, the ALAS did detec the attackat
eitherthe individud URI level or at the aggreate level.
In the aggessve attack both TLAS and ALAS deteted
theattack. Thenext sectiondiscusseseverd variationsof
theinitial attackdetection algorithm.

6.2.Enterprise User Model

The usermodelwas constructedo closely matchthat
of a large enterprise. The distribution of calls to differ-
entURIs is shovn in Tabde 1. The majority of URIs re-
ceived a very low volume of calls during the simulation
period. However, thereare certainaddressesvithin an
enterprisge.g., help desk,front office, etc.) thatreceve
a muchhighea volumeof calls. To determineif the vol-
ume of legitimate calls affectedthe performane of the
sensorshothhigh andlow volumeuserswereincluded in
themodd.

Tabe 1. EnterpriseCall Distribution

CallsRee@ivedDuring Simulaion | Numberof URIs
1 500
2-5 400
6-10 80
11-20 20

6.3.Simulation Parameters

ALAS was evaluated using three different recovery
techniques. The recavery technquesimpactal how the
sensomperatecbncean attackhadstoppel. For eachre-
covery algorithm, four simulationswererun. Eachsim-
ulation lastedfor thirty minuteswith the detectionalgo-
rithm samplingthevolumeof traffic andcalcuating statis-
tics eachminute



Calculated Value of Yn

Figure 7. Limited DoS using Exponential Re-
covery (o, = 2 and T,,; = 5) (a) Attack 1 with
4 attack calls per minute and (b) Attack 2 with
10 attack calls per minute.

The first two werelimited DoS attacls using4 hostile
callsperminuteand10 hostilecallsperminuteto asingle
URI. To ensurghatALAS would detectheattackregard-
lessof the volume of legitimate calls the URI receved,
two URIs weretargetedduring eachsimulation. One of
theURIsreceved?2 to 5 callsduringthesimulationperiod
andtheotherreceved over 20calls. Theattacksvereeach
5 minutesin lengthandstartedon the secondandseventh
minuteof the simulation.

Theothertwo simulationsuseda stealthDoSattackand
anaggessve DoS attack,respectrely. The stealthattack
targeted200uniqueURIs out of the L000URIs within the
enterpriseand geneatedone call a minuteto eachURI.
Theaggessve attackused50 unique URIs, but increased
the number of callsto 3 per minuteto eachtarget. The
attackdasted10 minutesandbeganonthesecad minute
of thesimulation.

Theoffsetvalues,o,,; ando,y,, weresetto 2 andl, re-
spectvely. TheattackthresholdsT;,,; andT,,,, wereset
to5and2. ThevalueE for thediscretetimeoutalgorithm
wassetto 2.

6.4.Experimental Results

For ead sensorcorfiguration two key metricswere
usedto detemineits performare: attackdetedion time
and systemrecovery time. Figures6, 7 and 8 shav the
sensors detection of a limited DoS attack. Figures9 and
10 shaw the detedion plots for an aggressie andstealth
DoSattackrespectiely.

By chaosingthe offset and thresholdvalues appropi-
ately thefalsealarmratewasredu@dto zerofor all sim-

—=~ Attack 1 - Low Volume URI
—— Attack 2 - High Volume URI

Calculate xalue of Yn
S

1 3 5 7 9 " 13 15 17 19 21 23 25 27 29
Time (minutes)

Figure 8. Limited DoS using Reset after Time-
out (o, = 2 and T,,; = 5) (a) Attack 1 with 4
attack calls per minute and (b) Attack 2 with 10
attack calls per minute.
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Figure 9. Aggregate level detection of Aggres-
sive DoS attack (0499 = 1 and Ty = 2).
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Figure 6. Limited DoS Experiment using Linear Recovery (o,,; = 2 and T,,; = 5) (a) Attack 1 with 4
attack calls per minute (b) Attack 2 with 10 attack calls per minute.
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Figure 10. Aggregate level detection of Stealth
DoS attack (0499 = 1 and Ty gy = 2).

ulations. Lowering the valueswould allow for stealthier
attacksto be detectedbut would have alsoincreasedhe
falsealarmrate.

The attack detectiontimes for the four DoS attacls
typesare shavn in Table 2. The resultsin Figures6, 9
and 10 shawv that the larger the volume of attackcalls,
the shorterthe detectiontime. The oneresultthat might
seemsurprisingis the stealthattackwas deteded in less
timethantheaggessve attack.Thisis becaisetheoverall
call volumewasgreaterfor the particularstealthandag-
gressie attacls usedin this study The aggessve attack
generged 150 attackcalls per minute (threeto 50 differ-
entURIs) while the stealthgererated200 attackcalls per
minute (oneto 200differentURISs).

Tabe 2. Detedion time for various DoS attacks

Attack Type

Detecdion Time

4 calls/minLimited DoS

4 minutes(URI level)

10 calls/minLimited DoS

2 minutes(URI level)

50 URI Aggressve DoS

6 minutes(URI level)
8 minutes (aggreyatelevel)

200URI StealthDoS

4 minutes (aggrejatelevel)

To evaluate the performarece andimpact of the differ-
entrecovery algorithms,a limited DoS attacktametinga
low volume URI wasused. Tale 3 shavs theamourt of
time requiredfrom the end of the attackuntil the levels
in the sensodroppedbelawv thethreshold.Figures6b, 7,
8 provide a graphi@l representtion of therecovery algo-
rithms opeation. As expected,the linear recovery algo-
rithm performancevassubstantiallyjower thanthe other
two. For realworld deployments,the increasein sensor



compexity to usetheexponertial or resetaftertimeoutal-
gorithmsis accepablebecaiseof the significart increae
in performane. The costof a poorrecovery algorithmis
substantiaif the responsemechaismsremainactivated
muchbeyondtheendof theattack

Table 3. Recovery time for Limited DoS attack
on a small number of URIs

Attack Volume- Recorery Alg. Recorery Time
4 calls/min- LinearRecorery 3 minutes
10 calls/min- Linear Recvery 17 minutes
10calls/min- ExpanentialRecorery 6 minutes
10calls/min- Resetafter Timeou 3 minutes

To ensurethat the detection algorithmworks indepen-
dentof the volume of legitimatetraffic a recaved by ary
URI, we consideed limited attackstamgeting two URIs
from differentusercateyoriesin Taklle 1. For userswith a
high volumeof legitimatetraffic, thevalue C(n) in Equa-
tion 1 is large. This impactsthe normdization of the dif-
ferencebetween conrectionattemptsandestablishmets.
Thelarger the value of C(n), the greaterin redudion of
X,, becaiseX,, = A, /C(n). Figure6b shaws theim-
pactof this normalizdion. The peakvalue of the attack
onthe high volumeURI is 25%lessthanthelow volume
URI tamget.

7. Other Deploymentlssues

Thesensomplacenentin Figurel is only oneof several
possibilities. This sectionexamnesto impactof dedoy-
ing ALAS atothe locationsin the network.

7.1.ALAS behind the SIP Proxy

Insteadof placingthe ALAS in front the SIP Proxy; it
is possibleto placeit in betind the SIP Proxyasshaown in
Figurell. However, by doing soseveral charateristics of
the traffic seenby the sensorcharges. During an attack,
thesensomwill notcortinueto seeall incoming calls. The
various responsenechaismsactivated in the proxy will
influencethetraffic patternseenby the sensar It will not
receve notification nor be ableto detectwhich calls are
blocked at the proxy without significantly modifying the
interactionbetweenthe proxy andsensorsThe detection
andthe recovery algorithmsneedto be modified for this
architectwe. Thisis the scopeof futurework.

7.2.Protectionfor PSTN Originated Attacks

In a corverged network, the Internetis not the only
sourceof attacks. While more difficult, it is possibleto
laundh an attackfrom the PSTN. It becanesmore diffi-
cult beausea large numbe of individual phanesmustbe
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Figurell.ALAS placel behind the SIP Proxy.
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Figure 12. DetectingPSTN BasedDoS Attacks

marshalecandthe attackmustbe coordinged betwea a
largenumterof individuals.In ary caseto dete¢ andcon

trol suchattacls, anotrerpossibledeploymentlocationfor

an ALAS is in serieswith the MSG (Figure12). A sen-
sor placed herewould operate almostidentically to one
placedbehind the SIPProxy Thetraffic patternsvouldbe
consistenbecaisethe enforcenentmedanismis placel

beforethe sensoron the network path The differencebe-
tweenthetwo deploymentlocatiorsis theresporsemech

anismsthat are utilized. For PSTN basedattacks,the
MSG mustgeneate TransferControlled(TFC) message
or ReleseBusymessagefor thetamgetedE.164numkbers
depening onthe severity of the attack[24].

8. RelatedWork

Detectionandprotectionof DoSattackshasheena pop-
ulartopicin recen yeas. Thetrendhasbee to focuson
eitherprotectionand/a redwction of the impactof an at-
tackor detedion of anattack.

Yau et al [31] developel a schene to includethrottles
in the network routersthat use a leaky-bucket appgoach
to reducethe incomirg rate of traffic to tamgetedseners.
Another approa@h to courtering DoS attacls at the net-
work infrastructures the useof Pushbak and Aggregate
CongestionCortrol [18, 10, 13].

Thework on DoS attacksis alsonot limited to only IP



basedhetworks. In [4], BurnsandGhosalexaminemeda
stimulatedfocused overloadsin the PSTN As in an IP
DoS attack,the tamget of a focusedoverload is unable to
operde normaly.

Otherwork hasbeendoneon reducingtheimpactof an
attackon the targetedterminals. Both SYN cookies [3]
andSYN cacle [17] areextensiongo the network proto-
col stackin anattemp to redu@theresourceornsumption
of eachincomingSYN paclet.

A third appro@h to reducingtheimpad of anattackis
from aqudity of service(QoS)pointof view. By limiting
theamouwnt of resourcs eachtype of traffic canconsune,
theextert of aDoSattackcanbeseverely limited. In [11],
Gag and Reddy presenta prototypesystemcapdle of
enforcingQoSrestrictionson variousresourcesncluding
network bardwidth, protocol state memory buffers and
CPUcycles.

Theothercateyory of researchasbeea on quickly and
effectively detecting the presencef anattack Warg etal
[30Q] introducel a simplistic, yet powerful, algorithmthat
exploits the normalbehaior of TCP traffic to detectthe
preseneof aSYN flood attack.Theiralgorithmwasused
asabasisfor the algorithmspresentedn this paper

9. Conclusion

This study provided a detailedexaminationof DoS at-
tacksagainst IP telephay enalbed enterprisenetworks. It
wasshaown thatalargeclassof attackscanonly behardled
by implementingdedcatedsensorsn an enterpise net-
work. Theoperdion andimplemenationof sensoratthe
transportand applicationlayers weredescibed in detal.
Eachof thesesensorsexploited a non-paametriccumu-
lative sumalgorithmto detectthe presenceof an attack.
In additionto attackdetection we examined the impact
andperformarmeof threedifferentrecovery algarithms. A
guartitative andysis usinga simulatedenterpriseerviron-
mentshoved thatthedetedion algarithm corredly identi-
fied threedifferenttypes of DoSattaclks andwe quartified
the differencebetween the differentrecovery algorithms.
Furtherwork needto becarriedoutto undestandtheim-
pactof the various sensormarametes andthe placanent
of thesensorsWork is alsorequiredto integratethetech-
nigues developed in this paper with sensorgo detectDoS
attacksusingmalicious mediaflows.
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