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Inter-networking, the connection of computers in a
network, is crucial in today’s world. Ensuring that
networks are secure is a very difficult problem. We
present one method of enhancing network security.

A network router is the basic entity which allows
inter-networking. A router is a device which has mul-
tiple network interfaces, and copies each packet in-
coming on one interface to an interface closer to the
packet’s destination. The path a packet takes be-
tween source and destination is the route.

A router may act maliciously due to subversion or
configuration errors. A subverted router is a pow-
erful adversary; it has the ability to alter or destroy
packets, and it can generate packets at any time. Ad-
ditionally, the router is part of the network, so other
elements trust it. This trusted, malicious router can
subvert other routers and cause network wide prob-
lems.

It is often difficult to ascertain if a network of
routers is performing correctly, instead one should
focus on the detection of subverted routers [Kum93].
Our research looks at how to detect such a router.
Our approach is based on the GOALS method
[BWF96], which specifies how to successfully perform
security audit. We have determined the auditing re-
quirements for an abstract model of a router. With
the resulting audit trails, we use a heuristic to detect
the routers which are acting maliciously. Many of the
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Figure 1: Example Network.

detection concepts are based on [CL97].

Our model of a router emulates the functionality
of a physical router. Each of a router’s interfaces is
connected to some other network element, such as a
point to point link, LAN, or host. The core of the
router is the routing table, which makes routing de-
cisions based on the routing function. The routing
function takes as an argument a packet with a desti-
nation address. The output of the function is the ad-
dress of one of the router’s interfaces, which is where
the packet should be delivered.

We have identified the events which cause a change
in a router’s state. A link status change, a router re-
boot, receipt of a routing table update, a time out,
and network traffic all affect the state of the router.
In order to perform a successful audit, all events
which cause state changes, as well as the resulting
state, which is the routing table, need to be recorded.

The detection heuristic is based on the audit logs



of the routers in the network and the actual network
topology. Using the topology, a set of valid routing
tables is generated for each router using the Floyd-
Warshall all pairs shortest path algorithm. Then,
each routing table in the audit trail is compared with
the table of valid routes. If a discrepancy is found,
our method determines all routers that were part of
the route by following the actual routing tables from
the source to the destination. The detector incre-
ments a suspicion counter for each of these routers.
A discrepancy is either a route which does not have
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