Proceedings of the 19th National InformationPage 1 of 8Systems Security Conference pp. 371—377 (Oct. 1996)Attack Class: Address SpoofingL. Todd Heberlein , Matt BishopDepartment of Computer ScienceUniversity of CaliforniaDavis, CA 95616AbstractWe present an analysis of a class of attacks we call address spoofing.With the recent publicity surrounding an instance of such an attack,we have written up a presentation we gave nine months before theattack; we include an analysis of the recent attack. First, we presentsome fundamentals behind network communication and routing.Next we discuss the class of attacks we call address spoofing. We thengive a real-world example of an attack in this class. Finally, weaddress some of the questions related to these attacks.1 IntroductionLast year we began analyzing knownvulnerabilities and attacks for the purpose ofmodelling them. We believe a sufficientlycomplete model will allow us to both predictnew instances of general attack classes andbuild generic schemes for detectingexploitations of general vulnerability classes.This paper discusses one vulnerability/attackclass we call address spoofing.Many of today’s network services usehost names or addresses for bothidentification and authentication. A systemusing such a service composes a messageand sends the message to the service on aremote system. The service on the remotesystem allows or disallows the request solelyon the sender’s address included in therequest. For example, a remote login maybe allowed without formal authentication(e.g., no password is required) if that remotelogin is coming from a "trusted" host. Table1 describes some of the services using thesenders address for authentication. Manyhigher level network services (e.g., networkback-ups) are built on these vulnerableservices thereby inheriting or extending theirrisks.Unfortunately, addresses were notdesigned to provide authentication, and anadversary can take advantage of this fact byforging an artificial request. This paperexplores how, why, and under whatconditions an adversary can exploit servicesusing address-based authentication.Following a discussion of the problem in themost general sense, we present a specificexample of such an attack. Finally, we willconclude by answering some of thequestions surrounding this problem.2 Background FundamentalsIn order to more fully understandwhy and how address spoofing can beperformed, we first cover some of the basicsof communication and routing. These basicproperties will be used to characterize anadversary’s capabilities and strategies.2.1 Connectionless vs.Connection-oriented CommunicationAs mentioned in the previoussection, an adversary exploits the services ofinterest by forging a message; however,before we can define what a "message" is, wemust examine some of the fundamentals ofnetwork communication.Communication across a networkfalls into two broad categories:connectionless and connection-orientedcommunication. In connectionless

Proceedings of the 19th National InformationPage 2 of 8Systems Security Conference pp. 371—377 (Oct. 1996)communication, typically supplied by aprotocol layer such as UDP, no stateinformation about previously exchangedinformation is kept. If a process wants tosend a message to another process which isalready waiting, the first process simplyconstructs the message and gives it to theconnectionless protocol layer (e.g., UDP) todeliver. Because no state information iskept, the underlying protocol being useddoes NOT guarantee that messages willarrive at their destination or even if they willarrive in the order that they were sent.However, this lack of state also makesconnectionless protocols such as UDP veryefficient and therefore desirable for manynetwork services.Processes requiring more robustcommunication, at the cost of someefficiency, use connection-orientedcommunication; the TCP layer provides suchservices. Connection-orientedcommunication "guarantees" thatinformation will both arrive and arrive inorder at the destination process, or ifdelivery could not be made, at least thesending process will be notified.Connection-oriented communication goesthrough three phases: connection set-up,data exchange, and connection tear-down.Under TCP, the set-up and tear-downprocess are performed by three wayhandshakes; the set-up handshake isdescribed below.The connection set-up is a three wayhandshake during which each host tells theother its beginning sequence number andacknowledges the beginning sequencenumber of the other host (see Fig. 1). Theconnection is NOT considered establisheduntil both hosts have acknowledged theother host’s sequence number. Once theconnection is established, the sequencenumbers will be used to guarantee in-orderdelivery of data. In the first packetexchange in figure 1, Host A (Alice) notifiesHost B (Bob) that she wants to establish aconnection and provides her startingsequence number X. In the second packetexchange, Bob sends his starting sequencenumber, Y,and acknowledges that he hasreceived Alice’s starting number (it isincremented by one). In the final exchange,Alice acknowledges that she has receivedBob’s starting sequence number (once again,incrementing Yby one). At this point, theconnection is established and data can beexchanged.An important feature to note is thatBob’s sequence number, Y,must be used inServiceExplanationr* commandsremote login, remote shell, remote copy, etc.; hostaddress can provide authentication by .rhosts andhosts.equiv files.mountdfile system mounting; host address is used to allowaccess and access rights. Host access is usuallyspecified in a file called something like /etc/exports.TCP/UDP wrapperswrappers around network services; wrappers areoften used to deny access except to a few hosts tonetwork services. IP access/restriction can be set inspecific configuration files.firewallsIP firewalls are used to restrict access into a networkto certain services and certain IP addresses. IPaccess/restrictions can be set in configuration files.Table 1

Proceedings of the 19th National InformationPage 3 of 8Systems Security Conference pp. 371—377 (Oct. 1996)the third part of thehandshake - Alice’ssecond packet. IfAlice is not able todemonstrate to Bobthat she knows hissequence number,Bob will terminate theconnection before it isfully established.2.2 RoutingRouting,under the internetprotocol suite, is almost magical. A hostwanting to send a packet to a remote hostsomewhere else on the internetwork needonly place the packet on the network, andthe packet will be automatically routedthrough the network until it reaches itsdestination. Neither the sending norreceiving host need to know about theunderlying architecture of the internetwork(hence, we often refer to an internetwork as acloud). What is even more interesting forour needs is that, for the most part, during apacket’s travels across the internetwork, onlythe destination address of the packet isexamined. Therefore, the source addresscan be anything, including a non-existenthost, and the internetwork will still deliverthe message.In Figure 2, our adversary E (Eve)wants to send a message to B (Bob)pretending to be A (Alice). Fortunately forEve, she only needs to construct the packetand place it on theinternet. The cloud willproperly route the packetto Bob, and he will beunable to tell that it wasnot Alice who sent it.Once again, this featurewill be important when wedescribe the potentialattacks.3 The AttackWe are nowprepared to present theaddress spoofing attackclass. In this section we will explain exactlywhat we consider is an attack, explain therestriction in the attack, and provide thestrategy for an adversary.3.1 DefinitionOur model includes three players,Host A (Alice), Host B (Bob), and theadversary, Host E (Eve). Bob explicitlygrants Alice special privileges. This grantingof privileges is performed by listing Alice’sname (or address) in special configurationfiles (e.g., .rhosts). Thus, Alice is able to getBob to perform certain actions, actions hewill not perform for just anybody, simplybecause she is who she says she is. Eve’sgoal is the following: To get Bob to performa specific action that he would perform forAlice but not Eve.3.2 RestrictionsWe must concern ourselves with two

A B Connection Set-up

Figure 1

B

A

A B G

E

Figure 2

Proceedings of the 19th National InformationPage 4 of 8Systems Security Conference pp. 371—377 (Oct. 1996)major issues: (1)the placements ofAlice, Bob, andEve and (2) thenature of thecommunicationused to get Bobto perform thedesired actions.3 . 2 . 1 ArchitectureTheplacement of thethree players can be described as the model’sarchitecture. The most basic architecture hasAlice and Bob on the same network as infigure 2. In this scenario, either Eve is alsoon the same network or she is outside thenetwork. However, for the purpose of thispresentation we will examine the moregeneral architecture where Alice and Bob areon separate networks. In this scenario, Eve’slocation relative to Alice and Bob can bedescribed by one of the following fourcategories: (1) on the same network as Bob,(2) somewhere on the path between Aliceand Bob, (3) on the same network as Alice,or (4) not on either of Alice or Bob’snetwork and not in the path of the data (seefigure 3) Each of Eve’s four positions willdictate different strategies used by Eve anddifferent defensive/detection strategies usedby Alice or Bob.Please note that the simplerarchitecture, where Alice and Bob are on thesame network, is really a special case of ourmore general architecture depicted in figure3. Namely, E1 and E3 collapse into onecase, E4 remains as is, and E2 is eliminated.3.2.2 Communication NatureHere we are concerned with howAlice and Bob normally communicate. Forif Eve is to get Bob to perform some actionby making him believe Alice is requesting it,Eve’s communication with Bob must beindistinguishable from Alice’scommunication with Bob (at least fromBob’s perspective). We dividecommunication into two broad categories wecall orders and dialogues. In ordercommunication,Alice sends asingle message toBob. Bob mayreply, but he weassume he hasalready carriedout the orderbefore replying.A popular formof ordercommunicationis the remoteprocedure call(RPC) over UDP.In dialogue communication, Aliceand Bob exchange several messages prior toBob carrying out any request. If thedialogue does not make sense from Bob’sperspective, Bob will not carry out therequested action (indeed, Bob may stop thedialogue before he even receives therequest). Any communication over TCPmust be considered a dialogue because as weshowed earlier, several messages (packets)must be exchanged to set up a TCP/IPconnection. Furthermore, Bob will bereplying to Alice (not to Eve, who ispretending to be Alice). If Alice receivesBob’s replies, she may tell Bob that she isn’ttalking to him, at which point Bob willterminate the dialogue. Eve may need tokeep the dialogue going for some time, soshe will need to prevent Alice from alertingBob.The nature of the communication,order or dialogue, used to get Bob toperform the desired action will dictate Eve’sstrategy.3.3 StrategyFor Eve to complete her goal, shemust achieve two main subgoals: establish aforged communication with Bob and preventAlice from alerting Bob until it is too late.we examine each of these goals and theirchallenges in the following section.For Eve to transmit a forged packetto Bob, she must simply construct the packetand place it on the network. The routingsoftware in the network will deliver thepacket for Eve. If the communication is

B E2

E1

A

E4 E3 1 2

Figure 3

Proceedings of the 19th National InformationPage 5 of 8Systems Security Conference pp. 371—377 (Oct. 1996)order-based in which only a single packet isneeded (e.g., a remote procedure call overUDP), then Eve has completed hercommunication subgoal. However, ifcommunication is dialogue-based, Eve willneed to send multiple packets to Bob, thecontents of which will depend on replies thatBob makes (e.g., Bob’s sequence numberunder TCP). If Eve is in positions E1, E2, orE3, she is able to observe Bob’s responsesthereby allowing her to send meaningfulsubsequent packets to Bob. If Eve is inposition E4, she can still observe Bob’sresponses if she is able to modify the replypath from Bob to Alice. This can easily bedone through source routing in IP networks.Modifying router settings are also an optionto Eve. Finally, even if Eve is in position E4and is unable to direct Bob’s traffic to Alicethrough Eve’s own network, if Eve canpredict Bob’s responses (e.g., what Bob’ssequence number will be), she can still carryon the communication with Bob. Predictingsequence numbers is discussed in [Morris85] and [Bellovin 89] and was used in therecently publicized IP spoofing attack.Eve’s second major goal is to preventAlice from interfering with the attack. Evecan achieve this goal in many ways; we willdiscuss three: (1) prevent the packets fromreaching Alice (or Alice’s packets fromreaching Bob), (2) take away Alice’s abilityto respond, and (3) completing thecommunication before Alice’s alerts canreach Bob.. The first approach requires Eveto modify the routing behavior of thenetwork. If Eve is a node in the routing path(e.g., she is a router or has used sourcerouting to make the route flow through her),she simply doesn’t forward the packets toAlice. Even if Eve is not on the pathbetween Alice and Bob, she could modifythe routing information in one of the routersin the path to misroute Alice’s packets. Evecould also wait for the internetwork betweenAlice and Bob to fail and launch her attackthen.The second approach, taking awayAlice’s ability to respond, can be muchsimpler for Eve to implement. Eve can (1)cause Alice to crash (not terribly difficult),(2) wait for Alice to go down for otherreasons (e.g., maintenance), or (3) block theTCP/IP part of Alice’s operating system sothat it cannot process Bob’s packets. Thislatter approach, perhaps the most graceful,was used in the recently publicized IPspoofing attack.The third approach, completing thecommunication (at which time Bob hascompleted the action) before Alice can alertBob, is trivial in the order-basedcommunication (e.g., RPC). Bob will havecompleted any operation prior to sendingany messages to Alice; therefore, by the timeAlice is aware that something it wrong, she istoo late. For dialogue-basedcommunication, the solution is moredifficult, because Bob will be sending data toAlice before Bob completes the requestedoperation. However, if the communicationbetween Eve and Bob is much faster thanbetween Alice and Bob, Eve could completethe attack in time.3.4 Attack SummaryFor Eve to achieve her goal ofgetting Bob to perform an action for Evewhen he thinks he is doing it for Alice, Evemust (1) get the forged message to Bob, (2)if necessary carry on a dialogue with Bob,and (3) prevent Alice from interfering withthe communication. Internetwork routingwill usually take care of the first subgoal forEve. The last two goals may be achieved ina number of ways; our suggested approacheswere by no means complete.4 An Example AttackHaving mapped out a general planfor Eve to exploit access control which isbased on IP addresses or names, we nowexamine a particular instance of such anattack. The attack, launched this pastChristmas, has gained the attention of thepopular press, the usenet, and CERT. Theattack can be mapped directly onto thegeneral plan we discussed back in March of1994. The only novel step in this attack wasthe way in which the attackers prevented theequivalent of Alice (in this case a server toan X-client (Bob)) from responding to Bob’sreplies. Namely, the attackers filled upAlice’s internal TCP/IP structures preventingthat layer from responding (by sending a

Proceedings of the 19th National InformationPage 6 of 8Systems Security Conference pp. 371—377 (Oct. 1996)reset, RST) in response to Bob’s messages.This approach provides a number ofadditional benefits; however, we will notdiscuss them at this time.This particular attack involved aserver (Alice) and an X-client (Bob) (seeFigure 4). Eve was in position E4. That is,she was unable to observe the messagespassing between Alice and Bob.Step 1: "Wedge" Alice’s OS suchthat it cannot process Bob’s replies. This isperformed by sending multiple connectionrequests to the rlogin port (port 513) from anon-existent host. Alice responds to eachrequest (the second part of the TCPhandshake), but since the originating hostdoes not exist, the third part of thehandshake never comes. Alice is left withseveral partially opened connection, eachfilling up space in her internal datastructures. Alice is only able to support upto eight of these partial connections beforeinternal tables fill up and she stopsresponding.Please note that had Eve listed herown IP address in the forged, artificialrequests, her own TCP/IP software wouldhave sent a reset command, RST, followingAlice’s reply. The RST would have freedAlice’s data structures. Therefore, Eve hadto use an artificial address as the sender ofthe request�one that would never reply toAlice’s responses.Step 2: Predict what Bob’s sequencenumber will be. The attackers approach isessentially the same as those described in[Morris 85] and [Bellovin 89]. Eve sent 20connection attempts to Bob’s remote shellserver; the starting sequence number foreach connection request incremented by apredictable value of 128,000. Eve used herown address in the forged, artificial requestto make sure the replies, with Bob’s initialsequence numbers, were visible to her.Bob did not suffer the same fate asAlice, namely halting after a number ofconnection requests, because Eve canceledeach request with a reset command (RST)freeing the internal structures. Eve’s ownTCP/IP software probably took care of thisfor her.Step 3: Have a dialogue with Bobpretending to be Alice (which is still in aconfused state). In this particular case, thedialogue was a TCP/IP connection to theremote shell server. Although Eve could notsee Bob’s replies, she accurately predictedthat Bob’s starting sequence number wouldbe 2,024,384,000�exactly 128,000 morethan the last requested shell connection instep 2. Eve’s requested action: place a "+ +"in the /.rhosts file (a shell command such as"echo + + >> /.rhosts" was sent).Bob, believing the connection was fromAlice, carried out the request.At this stage, the goal we set forth forEve has been completed. She was able to getBob (the X-client) to perform an action(place a "+ +" in /.rhosts) for her; somethingonly Alice could legitimately do. Followingthis attack, the adversary easily logged intoBob via rlogin. In fact, at this point anyonefrom anywhere could rlogin to Bob.5 Popular questionsCouldn’t this attack be simplystopped by configuring routers (orfirewalls) to not forward an obviously

EABadversary server

X-client

Prevent Alice FromResponding

Probe for sequencenumber prediction

Forge communication

123Players

Steps

ABEnon-existentaddress

123Figure 4

Proceedings of the 19th National InformationPage 7 of 8Systems Security Conference pp. 371—377 (Oct. 1996)forged packets? This is true in limitedcircumstances. For example, if the gatewayG in figure 2 did not forward the packetwhich states that it is from A onto A’snetwork, then the forgery in figure 2 couldnot take place. However, this is only apartial solution. If hosts A and B (Alice andBob) are not on the same network already,this approach cannot work. Furthermore,even if Alice and Bob are on the samenetwork, this cannot prevent attacks comingfrom Eve if she is on the same networkalready. In short, this solution is limited inscope. A solution should not be dependenton the network architecture.Couldn’t we simply write a moresecure algorithm for choosing initialsequence numbers? If by "secure" youmean a less predictable starting sequencenumber, the answer is again true, but only inlimited circumstances. This would work if,as in the case in figure 3, the adversary Eveis in position E4 and unable to alter routinginformation to get the traffic to flow throughher. However, if Eve is in positions E1, E2,or E3 or if Eve is in position E4 and can usesource router or other means to alter routing,a more random initial sequence numberwould still not work. Eve is still able toobserve what Bob’s sequence number is.What other extensions to this attackmight exist? While numerous possibilitiesexist, perhaps the one which concerns us themost is the placing of a forged request intoan already existing TCP/IP connection. Thiswould immediately nullify the securityprovided by most of today’s one-timepassword schemes. In fact, we have alreadyheard rumors of such attacks alreadyexisting. Just as the Internet community wasdeclaring the end of the reusable password,we may be witnessing the end of thepassword concept itself. The idea of a singleauthentication at the beginning of aconnection may soon be history.What solutions are there? The onlyeffective solution from the network is to usecryptography to authenticate the origin ofeach packet using data secret to theoriginator. This way, if Eve wants to spoofBob by imitating a packet from Alice, Evewon�t know the secret information needed toconstruct the fake packet. Note that Eve canget around this if the sequence numbers arenot random by recording messages betweenAlice and Bob, and when Bob repeats asequence number, Eve can replay Alice�send of the previous conversation. We leavediscussion of the usefulness of this attack, aswell as countermeasures, for another time.A second, more effective solution isfor applications to regard the network asinherently untrustworthy, and requireapplication-level authentication (and securitymechanisms) to validate claims. Thesemechanisms should assume any data fromthe network is bogus, unless the peerapplication has secured the data beforeputting it on the network. In this way,applications need not wait for ubiquitousnetwork security services before enhancingtheir own security.6 SummaryWe have described a class of attackswe have called address spoofing. The reasonthis class exists rests squarely on the fact thatsystems and application developers havechosen to use a property which was notdesigned to provide security, namely thesender’s IP address, as a means ofauthentication. We have outlined where andhow this vulnerability can be exploited, andwe described a real instance of such anattack. Finally, we hope to have convincedyou that the solution is not with "fixing"parts of the protocols (addresses andsequence numbers) which are not broken,but with getting systems and applicationdevelopers to build their security onproperties developed with the purpose ofproviding security in the first place.References[Bellovin 89]Bellovin, S., "SecurityProblems in the TCP/IP ProtocolSuite," Computer CommunicationReview, Vol. 19, No. 2, pp. 32-48,April 1989.[Morris 85]Morris, R.T., "A Weakness inthe 4.2BSD Unix TCP/IP Software,"Computing Science TechnicalReport No. 117, AT&T Bell

Proceedings of the 19th National InformationPage 8 of 8Systems Security Conference pp. 371—377 (Oct. 1996)Laboratories, Murray Hill, NewJersey.