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Should the user trust the answer?




User can trust the answer if:

Database is trusted

Communication channel is reliable




In a perfect world:

Anyone can answers queries based on source data

No malicious or inadvertent data corruption

No key loss vulnerabilit




Realistic goals for query authentication:

Untrusted third parties provide query answers

User verifies answer efficiently

Verification data small




Solution: Authentic Publication
[Devanbu, Gertz, Martel, Stubblebine]

Allows untrusted third party publishers to provide
answers for a data Owner
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Advantages

Data kept off line and secure

Thus not vulnerable to attack or system break in

Public hash function used for digest, no keys to be
compromised
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Authentic Publication with a BST
Based on Merkle trees [R.C. Merkle 1990]

Data in D stored at leaf nodes of tree

Digest uses cryptographic hash function H
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Basic Authentic Publication: BST

Data in D stored at leaf nodes of tree

Digest uses a cryptographic hash function H
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Verification
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Results

>. recomputed by user from answer and proof.

H collision resistant = > hard to forge.

User detects corrupted data, so anyone can provide
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Prior & Related Work

Merkle digital signature

Time stamping

Certificate Revocation: Noar, Nissam

Authenticated dictionaries [Goodrich, et. al.
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Can we avoid the task of devising
new authentication schemes for
each new data structure?
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Search DAG [Martel, Nuckolis]:
Generalized authenticated data structure

Data structure viewed as a directed acyclic graph (DAG)

Assume a single “source” node
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