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Intr oduction

Problem: interdict the �o w of information or
goods in a network

�

�

�

with uncertain
characteristics (for example computer,
terrorist or drug transportation networks)

goal: maximize the minimum distance
between a node and a node

A Decomposition Algorithm for Planning the Interdiction of Stochastic Networks – p.6



Intr oduction

Problem: interdict the �o w of information or
goods in a network

�

�

�

with uncertain
characteristics (for example computer,
terrorist or drug transportation networks)

goal: maximize the minimum distance
between a node � and a node

�

A Decomposition Algorithm for Planning the Interdiction of Stochastic Networks – p.6



Intr oduction

Given data:

node-arc incidence matrix which includes
an arti�cial arc

�

�

�

�

�

a vector 	 which contains the arc distances

a vector




which contains the rates an arc is
lengthened if chosen for interdiction

binary decision variables �

� (system of
linear budget constraints)
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Deterministic Formulation 1
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Deterministic Formulation 2

Or, using the dual of the inner problem:
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Deterministic Formulation 2

To model interdiction on nodes, each inter-

dictable node is replaced by two arti�cial nodes:

i

2i

2i-1
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StochasticFormulation

Let be a set of scenarios with probabilities
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Maximizing The Probability Of Suf�cient Disruption

Goal is now: maximize the probability that the
minimum length path from � to

�

exceeds �.
Resulting problem:
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Deterministic Equivalent

Additional variables

0

+

�

)

� which indicate for

each scenario if the threshold path length is ex-

ceeded lead to the following problem:

A Decomposition Algorithm for Planning the Interdiction of Stochastic Networks – p.12



Deterministic Equivalent
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A DecompositionAlgorithm

We applied a decomposition method developed

by Schultz, R.,

“Probability Objectives in Stochastic Programs

with Recourse”,

Technical Report, Mathematics Institute,

Gerhard-Mercator University, Duisburg, Ger-

many, 2002
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Description Of The Algorithm 1

Problem:
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Description Of The Algorithm 2

It is solved by sequentially solving a master
problem
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and adding optimality cuts generated through so-

lutions of the following feasibility problems
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Description Of The Algorithm 2
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Transformation Of The Problem

Remember the problem:
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Transformation Of The Problem

Remember the problem:
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Variations Of The Algorithm

Save Bases:

solve all feasibility problems corresponding to

0

&

�

�

before re-solving the master problem

save basis for each scenario and re-load it
the next time the problem must be solved
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Variations Of The Algorithm

1Basis:

solve all feasibility problems corresponding to

0

&

�

�

before re-solving the master problem

only one basis is saved at any point in time
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Variations Of The Algorithm

1Cut:

add only one cut (from the �rst feasibility
problem with obj. value 8

�

) in early iterations

in later iterations continue like Save Bases
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Variations Of The Algorithm

1Cut1Basis:

same implementation as 1Cut except that
only one basis is saved
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Variations Of The Algorithm

Save&Bound:

basis for each subproblem is saved

objective value of the previous master
problem is used as a lower bound for the next
one
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Benchmark Instances

Large networks with the following characteristics:

the networks have nodes � and
�

with three
layers of nodes in between

�rst layer has �

G nodes that are known to be
connected to node �

third layer has �IR nodes that are known to be
connected to node

�

middle layer of �IS nodes has uncertain
connections to the �rst and third layers
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ExampleFor A Benchmark Instance

s t
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CPU Times

Filename Save Bases 1Cut 1Cut1Basis 1Basis

10.20.10.9.5.100.50.1.net 230.65 176.33 244.17 242.39

10.20.10.9.5.50.50.1.net 49.79 46.32 51.32 46.06

10.20.10.9.23.10.50.1.net 5.27 5.67 5.36 6.09

10.20.10.9.23.10.25.1.net 3.57 2.59 2.93 3.39

10.20.10.9.40.10.50.1.net 3.9 3.49 3.8 3.2

10.20.10.9.40.10.25.1.net 1.67 2.1 2.28 1.49

10.20.10.9.15.100.50.1.net 219.51 176.45 242.53 230.55

10.20.10.9.15.50.50.1.net 40 46.32 53.16 44.73

T
U . T
V . T
W . B . X . num Of Scenarios . Exp arcs / scen
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CPU Times

Filename Save Bases 1Cut 1Cut1Basis 1Basis

15.30.15.14.5.50.50.1.net 271.24 247.96 368.46 339.06

15.30.15.14.5.100.50.1.net 2683.18 2541.85 2423.87 2263.51

15.30.15.14.23.100.50.1.net 2622.02 2512.66 2313.09 2356.94

15.30.15.15.20.100.50.1.net 15.93 8.82 8.83 9.98

15.30.15.14.23.100.50.1.net 2560.82 2707.15 2174.28 2172.06

15.30.15.14.23.50.50.1.net 252.48 310.88 376.12 269.57

15.30.15.14.23.50.25.1.net 249.99 307.87 374.84 268.84

15.30.15.14.10.50.50.1.net 267.51 229.79 367.04 309.55

15.30.15.14.10.100.50.1.net 2641.05 2524.72 2299.43 2344.87

15.30.15.14.10.100.25.1.net 2656.05 2477.98 2319.12 2388.33

T
U . T
V . T
W . B . X . num Of Scenarios . Exp arcs / scen
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SomeMor eCPU Times

CPU Time (Sec)

T
U x T
V x T
W

Y
Z

Y

arcs/scen. X Save&Bound SaveBases NoSave (D')

10 x 20 x 10 100 50 5 231 253 242

50 50 5 50 54 47

10 50 23 5 5 4 1

10 25 23 4 3 3 0

10 50 40 4 4 3 0

10 25 40 2 2 1 3

100 50 15 222 245 243

50 50 15 39 40 52
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SomeMor eCPU Times

CPU Time (Sec)

T
U x T
V x T
W

Y
Z

Y

arcs/scen. X Save&Bound SaveBases NoSave (D')

15 x 30 x 15 50 50 5 244 291 304

100 50 5 2498 3044 3728

100 50 20 2507 3029 3733

100 50 23 2593 2919 3714

50 50 23 242 270 302

50 25 23 243 270 300

50 50 10 247 293 303

274 373 352

375 473 430

224 260 278

245 347 267
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SomeMor eCPU Times

CPU Time (Sec)

T
U x T
V x T
W

Y
Z

Y

arcs/scen. X Save&Bound SaveBases NoSave (D')

15 x 30 x 15 100 50 10 2503 3052 3763

2174 2499 2818

1890 2269 2705

1838 2171 4748

2388 2871 4734

100 25 10 2461 3083 3773
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SomeMor eCPU Times

CPU Time (Sec)

T
U x T
V x T
W

Y
Z

Y

arcs/scen. X Save&Bound SaveBases NoSave (D')

30 x 50 x 30 10 50 23 112 112 133 384

10 25 23 93 89 87 398

[\^] _\^]

[\

20 50 23 599 739 38182

29818 51184 80191

1731 2010 130609

1325 1562 64183

3889 5763 113143

[\^] _\^]

[\

20 25 23 403 478 1015

427 501 498

277 291 318

311 327 454

368 435 415
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Conclusions

problem can be solved effectively by a
decomposition algorithm

computational results show that the algorithm
can solve larger instances than the
deterministic equivalent

saving bases of subproblems and using lower
bounds to terminate the branch and bound
process is very useful
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Multi-Stage Version

at time

9

interdict only one node (�rst stage-decision)

then observe the �o w in the network (look at the shortest paths for
each scenario)

maybe now that you know where the �o w is, you can exclude
certain scenarios

you get a new set of scenarios with smaller networks

the “old” problem appears as a subproblem and can be solved
with the decomposition algorithm

repeat this procedure for all nodes, the one with the highest

probability of exceeding the threshold value is the optimal

�rst-stage decision
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