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E-1

Frame Generator Presentation of Rdist Attack

2260:
/usr/pkg/bin/perl

2261:
/usr/ucb/rdist

vfork

2262:
/usr/bin/sh

vfork

/usr/export/home/jhoaglan/rdist/rdista02261

made symlink

made symlink

2067

vfork

2264:
/usr/bin/sh

vfork

create(2):

/usr/bin/sh

chmod

2263:
/usr/bin/ls

fork

2265:
/usr/ucb/whoami

fork

jhoaglan

audit id for

root

euid for

euid for

user ids

processes

objects, files

C o m p u t e r  S e c u r i t y  L a b o r a t o r y

University of California, Davis
seclab@cs.ucdavis.edu

E-2

Movie Maker Presentation of Setuid Shell Script
Attack

jhoaglan root

audit id foraudit id for euid for euid for

499

501:
/usr/ucb/quota

vfork

115

fork

fork

500:
/usr/bin/csh

502:
/usr/bin/tty
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E-3

Movie Maker Presentation of Setuid Shell Script
Attack (later)

jhoaglan root

audit id foraudit id for euid for euid for

499

vfork

/home/hoagland/suid

501:
/usr/ucb/quota

/usr/export/home/jhoaglan/

115

505:
/usr/bin/ln

fork

fork

502:
/usr/bin/tty

oo

506:
/usr/export/home/hoagland/suid

/usr/bin/sh

vforkvfork

symlink()

500:
/usr/bin/csh
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E-4

Sample of Hypertext Generator Output:  top of an
auid page from setuid shell script attack

Auid jhoaglan Info

Processes

115: 
499: 
500: /usr/bin/csh 
501: /usr/ucb/quota 
502: /usr/bin/tty 
505: /usr/bin/ln 
506: /usr/bin/sh 
507: /usr/bin/id 
508: /usr/bin/chmod 

Back to root 

Processes Info for 115
Audit Uid: jhoaglan
Parent: (not in log) 
Execed File: (none in log) 

no forks recorded

Processes Info for 499
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E-5

Sample of Hypertext Generator Output:  a file page
from setuid shell script attack

File Info for /etc/security/password.adjunct
Chmods: 

by 508 from 104644 to 00666 at Tue Jul 5 19:32:42 1994 

Back to root 

Generated on Wed Jul 20 12:05:28 PDT 1994 by hoagland using ab
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E-6

FAB Presentation of a Sample Log:  focus is on
process 4131

4128

4131

fork

/usr/bin/mv /tmp /etc

execve lstat access stat

/etc/config

unlink lstat open: r

/tmp/config

chmod old utime creat stat chmod
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E-7

FAB Presentation of a Sample Log:  focus is on
process 4128

4128

/usr/bin/su

execve

/etc/default/su

open: r

/var/adm/sulog

open: w open: w open: w open: w chown

/etc/shadow

open: r open: r open: r

/etc/passwd

open: r open: r open: r

/sbin/sh

execve

4129

fork

4130

fork

4131

fork

4132

fork

4092

fork


