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The Problem

A large organization has many networks and hosts
Centralized IDS does not exploit local knowledge
Centralized IDS does not scale

Department network, hosts & IDS are heterogeneous
Organization is vulnerable to a distributed, coordinated attack
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Coreldeas

A hierarchy of departments and networks
Graphs abstract network traffic

Graphs propagate up the hierarchy

Engines aggregate graphs

Aqggregation and pattern detection in aruleset
Rulesets are inherited (via hierarchy)



Status of the GrIDS prototype

Improved stability since last report

A ccess control
|mplemented but not fully tested

Increased efficiency

network was not a bottleneck
Inefficient networking software was

Near-real time detection of worms & sweeps
Memory usage is not optimized
Deployment in UCD CS network underway



Evaluation by simulation

Prototype has been deployed in lab of 15 hosts

Want to scaleto 100’ s or 1000’ s of hosts

Simulate GrIDS traffic to centralized Hierarchy Server
Simulate user traffic

Simulate engine aggregation

Design rulesets to detect traffic

M easure detection accuracy, precision and latency of detection



Limitations of our prototype

Fault tolerance
Vulnerable to host failures; currently no recovery
A congested network may deny serviceto GriDS

Attacks upon GriDS

Unauthenticated; trust required

Difficult to securely boot-strap awide-arealDS
Quality & quantity of data sources

More data sources are needed
Our focus aggregation mechanisms, less so on ruleset capabilities



Future work

Short term
Tolerate single host failures; ssmple recovery
Deploy and evaluate within UCD CS department (Feb-June ‘ 96)
Seeking partners for larger evaluation (Boeing? Aerospace?)

Long Term
Simpler means to specify “interesting” graphs (i.e., improved ruleset
language, or graphical front-end)
Hardening of system against attack or exploitation
Automated response
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